Digital images are present everywhere on magazine covers, in newspapers, in courtrooms as evidences, and all over the Internet signifying one of the major ways for communication nowadays. The trustworthiness of digital images has been questioned, because of the ease with which these images can be manipulated in both its origin & content as a result of tremendous growth of digital image manipulation tools. Digital image forensics is the latest research field which intends to authorize the genuineness of images. This survey attempts to provide an overview of various digital image forgeries and the state of art passive methods to authenticate digital images.
Introduction
From time to time images have been generally accepted as evidence of events of the depicted happenings. Because of dominance of computer in field of education, business and other field, acceptance of digital image as authorized document has become frequent .The ease of use and accessibility of software tools [1] and low-cost hardware, makes it very simple to forge digital images leaving almost no trace of being subjected to any tampering . As such we cannot take the authenticity and integrity of digital images for granted [2] . This challenges the reliability of digital images offered as medical diagnosis, as evidence in courts, as newspaper items or as legal documents because of difficulty in differentiating original and modified contents.
Digital forensics field has developed significantly to combat the problem of image forgeries in many domains like legal services, medical images, forensics, intelligence and sports [3, 4] . Substantial amount of work is carried out in the field of image forgery detection. This is evident from figure 1 which shows the number of papers that addressed image forgery detection in IEEE and science direct over last 10 years. In this context this paper presents a review of blind/passive image forgery detection techniques and attempt is made to survey most recent literature available on the subject.
Active Authentication
In active authentication techniques prior information about the image is indispensable to the process of authentication. It is concerned with data hiding where some code is embedded into the image at the time of generation. Verifying this code authenticates the originality of image. Active authentication methods are further classified into two types digital watermarking and digital signatures [6] [7] [8] . Digital water marks are embedded into the images at the time of image acquisition or in processing stage and digital signatures embed some secondary information, usually extracted from image, at the acquisition end into the image .A lot of work has been carried in both digital signatures [9] [10] [11] [12] [13] and digital watermarking [14] [15] [16] [17] [18] . The main drawback of these approaches remains that they are to be inserted into the images at the time of recording using special equipments thus prior information about image becomes indispensable.
Passive Authentication
Passive authentication also called image forensics is the process of authenticating images with no requirement of prior information just the image itself [19, 20] . Passive techniques are based on the assumption that even though tampering may not leave any visual trace but they are likely to alter the underlying statistics. It is these inconsistencies that are used to detect the tampering. Exhaustive research survey has been carried out in this field of passive image forensics [21] [22] [23] . Passive techniques are further classified as forgery dependent methods and forgery independent methods.
Forgery dependent detection methods are designed to detect only certain type of forgeries such as copy-move and splicing which are dependent on the type of forgery carried out on the image while as forgery independent methods detect forgeries independent of forgery type but based on artifact traces left during process of re-sampling & due to lighting inconsistencies [24] .
General Framework for Forgery Detection
Forgery detection in images is a two class problem. The main objective of passive detection technique remains to classify a given image as original or tampered. Most of the existing techniques extract features from image after that select a suitable classifier and then classify the features. Here we describe a general structure of image tampering detection consisting of following steps shown in Figure 3 .
Figure 3. Framework for Image Forgery Detection
International Journal of Advanced Science and Technology Vol. 73 (2014) Image preprocessing is the first step. Before image could be subjected to feature extraction operation some preprocessing is done on the image under consideration such as enhancement, filtering, cropping, DCT transformation, conversion from RGB to grayscale. Algorithms discussed here after may or may not involve this step depending on the algorithm. After this comes feature extraction. Feature set for each class which differentiates it from other classes but at the same time remains invariant for a particular class are selected. The most desirable feature of the selected feature set is to have a small dimension so that computational complexity is reduced and have a large interclass difference. This is the most important step and all algorithms rely mainly on this step for forgery detection. This step for all aforementioned algorithms is discussed individually with the algorithms. After this is Classifier selections. Based on extracted feature set appropriate classifier is either selected or designed. Most likely a large training set gives a better performing classifier. The extracted features may also require some preprocessing so as to reduce their dimension and as such the computational complexity without affecting the machine learning [44] . The sole purpose of classifier is to classify an image either as original or forged. Various classifiers have been used such as neural networks [25] ,SVM [26, 27, 28] and LDA [29] .Finally some forgeries like copy move and splicing may require post processing which involve operations like localization of duplicate regions [30, 31, 32, 33 ].
Copy-move Forgery Detection
Copy-move is the most popular and common photo tampering technique because of the ease with which it can be carried out [34] . It involves copying of some region in an image and moving the same to some other region in the image. Since the copied region belong to the same image therefore the dynamic range and color remains compatible with the rest of the image [35] . An example of copy-move forgery is shown in Figure 4 . The original image is forged to obtain the tampered image; persons have been masked by copying a region from the same image and pasting it over them. Post processing operation like blurring is used to decrease the effect of border irregularities between the two images.
Among the initial attempts Fredrich [36] proposed methods to detect copy-move forgery. Discrete cosine transform (DCT) of the image blocks was used and their lexicographical sorting is taken to avoid the computational burden. Once sorted the adjacent identical pair of blocks are considered to be copy-moved blocks. Block matching algorithm was used for balance between performance and complexity. This method suffers from the drawback that it cannot detect small duplicate regions.
Popescu and Farid [37] suggested a method using principal component analysis (PCA) for the overlapping square blocks. The computational cost and the number of computations required are considerably reduced O(N t N log N), where N t is the dimensionality of the truncated PCA representation and N the number of image pixels. Detection accuracy of 50% for block size of 32x32 and 100% for block size of 160x160 was obtained. Although this method has reduced complexity and is highly discriminative for large block size but accuracy reduces considerably for small block sizes and low JPEG qualities. To combat computational complexity Langille and Gong [38 proposed use of k-dimensional tree which uses a method that searches for blocks with similar intensity patterns using matching techniques. The resulting algorithm has a complexity of O(N a N b ) where N a is neighbourhood search size and N b is the number of blocks. This method has reduced complexity as compared to the earlier methods.
Gopi et al., [39] developed a model that used auto regressive coefficients as feature vector and artificial neural network (ANN) classifier to detect image tampering. 300 feature vectors from different images are used to train an ANN and the ANN is tested with another 300 feature vectors. Percentage of hit in identifying the digital forgery is 77.67% in experiment in which manipulated images were used to train ANN and 94.83% in experiment in which a database of forged images was used.
Myna et al., [40] proposed a method which uses log polar coordinates and wavelet transforms to detect and also localize copy-move forgery. Application of wavelet transform to input image results in dimensionality reduction and exhaustive search is carried out to identify the similar blocks in the image by mapping them to log-polar coordinates and for similarity criterion phase correlation is used. The advantage of this method is reduced image size and localization of duplicate regions.
XiaoBing and ShengMin [41] developed a technique for localization of copy-move image forgery by applying SVD which provides the algebraic and geometric invariant feature vectors. The proposed method has reduced computational complexity and strong against retouching operation. Method suggested in [42] ) applies radix sort technique to the overlapping block which is followed by median filtering and CCA (connected component analysis) for tamper detection this method localizes detection without effecting image quality and is simple and efficient too. This method has used radix sort as an alternative to lexographical sorting which has considerably improved the time efficiency.
Bashar et al., [43] developed a technique that detects duplication using two robust features based on DWT and kernel principal component analysis (KPCA). KPCA-based projected vectors and multi resolution wavelet coefficients subsequent to image-blocks are arranged in the form of a matrix on which lexicographic sorting has been carried out. Translation Flip and translation Rotation are also identified using global geometric transformation and the labeling technique to detect the forgery. This method eliminates the off-set frequency threshold which otherwise is to be manually adjusted as in other detection methods.
Sutthiwan et al., [44] presented a method for passive-blind color image forgery detection which is a combination of image features extracted from image luminance by applying a rake transform and from image chroma by using edge statistics. The technique results in 99% accuracy.
Liu et al., [45] proposed use of circular block and Hu moments to detect the regions which have been rotated in the tampered image. Sekeh et al., [46] suggested a technique based on clustering of blocks implemented using local block matching method. Huang et al., [47] worked on enhancing the work done by Fridrich et al., [36] in terms of the processing speed. The algorithm is shown to be straightforward, simple, and has the capability of detecting duplicate regions with good sensitivity and accuracy. However there is no mention of robustness of the algorithm against geometric transformation.
Xunyu and Siwei [48] presented a technique that uses region duplication by means of estimating the transform between matched SIFT key points that is invariant to distortions that occurs due to image feature matching. The algorithm results in average detection accuracy of 99.08% but the method has one limitation duplication in smaller region is hard to detect as key points available are very few.
Kakar and Sudha [49] developed a new technique based on transform-invariant features which detecting copy-paste forgeries but requires some post processing based on the MPEG-7 image signature tools. Feature matching that uses the inherent constraints in matched feature pairs so as to improve the detection of cloned regions is used which results in a feature matching accuracy of more than 90%.
Muhammad et al., [50] proposed a copy-move forgery detection method based on dyadic wavelet transform (DyWT). DyWT being shift invarient is more suitable than DWT. Image is decomposed into approximate and detail subbands which are futher divided into overlapping blocks and the similarity between blocks is calculated. Based on high similarity and dissimilarity pairs are sorted. Using thresholding, matched pairs are obtained from the sorted list.
Hong shao et al., [51] proposed a phase correlation method based on polar expansion and adaptive band limitation. Fourier transform of the polar expansion on overlapping windows pair is calculated and an adaptive band limitation procedure is applied to obtain a correlation matrix where peak is effectively enhanced. After estimating the rotation angle of the forgery region, a searching algorithm in the sense of seed filling is executed to display the whole duplicated region. This approach can detect duplicated region with high accuracy and robustness to rotation, illumination adjustment, and blur and JPEG compression.
Gavin Lynch [52] developed expanding block algorithm for duplicate region detection. In this method image is divided into overlapping blocks of size SxS. For each block grey value is calculated to be its dominant feature. Based on the comparison of this dominant factor a connection matrix is created. If the connection matrix has a row of zeros, then the block corresponding to this row is not connected to any other block in the bucket. This way duplicate regions are detected. This method is good at identifying the location and shape of the forged regions and direct block comparison can be done without sacrifice in performance time.
Copy-move detection proposed by Sekeh [53] offers improved time complexity by using sequential block clustering. Clustering results in reduced search space in block matching and improves time complexity as it eliminates several block-comparing operations. When number of cluster is greater than threshold, local block matching is more efficient than lexicographically sorting algorithm.
Detection and localization method for copy-move forgery is proposed in [54] based on SIFT features. Novelty of the work consists in introducing a clustering procedure which operates in the domain of the geometric transformation and deal with multiple cloning too.
A robust method based on DCT and SVD is proposed in [55] to detect copy-move forgery. The image is divided into fixed-size overlapping blocks and 2D-DCT is applied to each block, then the DCT coefficients are quantized to obtain a more robust representation of each block followed by dividing these quantized blocks into non overlapping sub-blocks and SVD is applied to each sub-block, then features are extracted to reduce the dimension of each block using its largest singular value, feature vectors are lexicographically sorted, and duplicated image blocks will be matched by predefined shift frequency threshold.
All methods discussed above that are able to detect and localize copy move forgery and cloned regions in an image are computationally complex and require human interpretation of the results. Table 1 below gives comparison of various copy-move forgery detection algorithms.
Table 1. Comparison of Copy-move Forgery Detection Methods

Method
Extracted Feature Classifier Detection Accuracy Popescu & Farid [37] PCA of overlapping block 
Image Splicing
Image splicing forgery technique involves composition or merging of two or more images changing the original image significantly to produce a forged image. In case images with differing background are merged then it becomes very difficult to make the borders and boundaries indiscernible. Figure 5 below shows an example of image splicing where the face of two different people is combined to form a forged image. Splicing detection is a complex problem whereby the composite regions are investigated by a variety of methods. The presence of abrupt changes between different regions that are combined and their backgrounds, provide valuable traces to detect splicing in the image under consideration. Farid [56] suggested a method based on bi-spectral analysis to detect introduction of un-natural higher-order correlations into the signal by the forgery process and is successfully implemented for detecting human-speech splicing.
Ng and Chang [57] suggested an image-splicing detection method based on the use of bicoherence magnitude features and phase features. Detection accuracy of 70% was obtained. Same authors later developed a model for detection of discontinuity caused by abrupt splicing using bi-coherence [58] .
Fu et al., [59] proposed a method that implemented use of Hilbert-Huang transform (HHT) to obtain features for classification. Statistical natural image model defined by moments of characteristic functions was used to differentiate the spliced images from the original images.
Chen et al., [60] proposed a method that obtains image features from moments of wavelet characteristic and 2-D phase congruency which is a sensitive measure of transitions in a spliced image, for splicing detection. Zhang et al., [61] developed a splicing detection method that utilizes moment features extracted from the multi size block discrete cosine transform (MBDCT) and image quality metrics (IQMs) which are sensitive to spliced image. It measures statistical difference between spliced and original image and has a broad area of application.
Ng and Tsui [62] and Ng T.T. [63] developed a method that uses linear geometric invariants from the single image and thus extracted the CRF signature features from surfaces linear in image irradiance. In [63] authors developed an edge-profile based method for extraction of CRF signature from a single image. In the proposed method the reliable extraction depends on the fact that edges should be straight and wide.
Qing Zhong and Andrew [64] explained a technique based on extraction of neighboring joint density features of the DCT coefficients, SVM classifier is applied for image splicing detection. The shape parameter of generalized Gaussian distribution (GGD) of DCT coefficients is utilized to measure the image complexity.
Wang et al., [65] developed a splicing detection method for color images based on gray level co-occurrence matrix (GLCM). GLCM of the threshold edge image of image chroma is used. Zhenhua et al. [66] developed a splicing detection method based on order statistic filters (OSF). Feature extraction is guided by edge sharpness measure and a visual saliency. Fang et al. [67] gives an example that makes use of the sharp boundaries in color images. The technique looks for the consistency of color division in the neighborhood pixels of the boundary. The author suggests that the irregularity at the color edge is significant evidence that the image has been tampered.
In [68] a method based on extraction of features by Hilbert-Huang transform (HHT) and a statistical model based on the moments of characteristic functions on application of wavelets to detect spliced region is explained. This method gives high accuracy results for passive splicing detection.
Zhang et al., [69] developed a technique that makes use of planar homography constraint to identify the fake region roughly and an automated method for extraction using graph cut with automated feature selection to isolate the fake object.
Zhao et al., [70] developed a method based on chroma space. Gray level run length texture feature is used. Four gray level run-length run-number (RLRN) vectors along different directions obtained from de-correlated chroma channels were used as unique features for detection of image splicing and for classification SVM was employed as classifier. Liu et al. [71] developed a method based on photometric consistency of illumination. Photometric consistency was employed in shadows by formulating color characteristics of shadows which is measured by shadow matte value.
Image splicing detection method proposed in [72] uses illuminant color inconsistency. Given color image is divided into many overlapping blocks. Based on the content of blocks a classifier is used to adaptively select illuminant estimation algorithm. Illuminant color is estimated for each block, and the difference between the estimation and reference illuminant color is measured. If the difference is larger than a threshold, the corresponding block is labeled as spliced block.
Method based on run length is proposed in [73] to detect splicing. Edge gradient matrix of an image is computed, and approximate run length is calculated along the edge gradient direction. Some features are constructed from the histogram of the approximate run length. To further improve the detection accuracy, the approximate run length is applied on the error image and the reconstructed images based on DWT to obtain more features. SVM is employed to classify the authentic and spliced images. An improvement was obtained in [74] where a Markov based approach is proposed. Markov features are expanded to capture not only the intra-block but also the inter-block correlation between block DCT coefficients. To handle a large number of developed features, feature selection method SVM-RFE is utilized and SVM is exploited as a classifier.
A novel scheme was proposed by Rimba et al., [75] which exploits a group of similar images, to verify the source of tampering. Membership function and the correlation-based alignment method is used to automatically identify the spliced region in any fragment of the reference images. The proposed scheme is efficient in revealing the source of spliced regions.
Subtle inconsistencies in the color of the illumination of images are exploited in [76] . The technique is applicable to images containing two or more people and requires no expert interaction for the tampering decision. Texture and edge based features are extracted from illuminant estimators which are then provided to a machine-learning approach for automatic decision-making. SVM is used for classification and detection rates of 86% on a dataset consisting of 200 images and 83% on 50 images collected from the Internet was achieved. Another detection scheme based on blur as a clue is proposed in [77] . This method expose the presence of splicing by evaluating inconsistencies in motion blur even under space-variant blurring situations.
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The methods discussed above have a few limitations such as the detection methods fail when measures such as blur are used to conceal the sharp edges disturbances after splicing. The requirement of edges to be wide for reliable extraction is also a limitation. Moreover minor and localized tampering may go undetected. Table 2 below gives comparison of few image splicing detection methods.
Table 2. Comparison of Splicing Detection Methods
Method
Extracted Feature Classifier Detection Accuracy Ng et al. [58] Higher Fang et al. [67] sharpness in color edges LDA 90% Zhao et al. [70] Grey level run length number vectors SVM 94.7%
Image Retouching
Image retouching is one more type of image forgery tool which is most commonly used for commercial and aesthetic applications. Retouching operation is carried out mostly to enhance or reduce the image features. Retouching is also done to create a convincing composite of two images which may require rotation, resizing or stretching of one of the image. Example is shown below in figure 6 ; this photograph was released by Iran army to exaggerate their army strength by simply showing four missile in place of three in the original image. image is available however blind detection is challenging task. For this type of forgery two type of modification is done either global or local [78] . Local modification is done usually in copy-move and in splicing forgery. Contrast enhancement that is carried out in case of retouching is done at global level and for detection of tampering these are investigated. For illumination and changes in contrast global modification is carried out.
In [79] a classifier is designed to measure distortion between the doctored and original image. The former may consist of many operations as change in blurring and brightness. Again the classifier performs well in case a number of operations are carried out on the image.
Algorithm in [80] describes a method that does not only detect global enhancements but also suggests methods for histogram equalization. A similar model based on the probabilistic model of pixel values is detailed in [81] that approximate the detection of contrast enhancement. Histograms for entries that are most likely to occur with corresponding artifacts due to enhancement are identified. This technique provides very accurate results in case the enhancement is not standard. A number of enhancement and gamma correction localization algorithms are available that can easily detect the image modification and enhancement both globally and locally [80, 82] .
[78] Presents a technique that detects contrast changes making use of global modification by detecting positive or negative changes in the image based on Binary similarity measure & IQM. IQMs may provide substantial traces to detect the changes in the statistics. On the other hand, binary similarity measures features provide the differences. Appreciably accurate and effective results are produced in case image is highly modified.
Cao et al. [83] developed a method for detection of gamma correction for image forgery detection. Then technique is based on estimation of histogram characteristics that are calculated by patterns of the peak gap features. These features are discriminated by the precomputed histogram for the gamma correction detection in images. Results propose that this technique is very effective for both global and local gamma correction modifications.
In [84] a technique for detection of retouching is suggested based on the bi-Laplacian filtering .This technique looks for matching blocks on the basis of a KD tree for each block of the image. This technique works well on uncompressed images and compressed highresolution images. Accuracy also depends on area of the tampered region for high-level compressed images.
Two novel algorithms were developed in [85] to detect the contrast enhancement involved manipulations in digital images. It focuses on the detection of global contrast enhancement applied to JPEG-compressed images. The histogram peak/gap artifacts incurred by the JPEG compression and pixel value mappings are analyzed theoretically, and distinguished by identifying the zero-height gap fingerprints. Another algorithm in same paper proposes to identify the composite image created by enforcing contrast adjustment on either one or both source regions. The positions of detected block wise peak/gap bins are clustered for recognizing the contrast enhancement mappings applied to different source regions. Both algorithms are very effective.
Techniques based on the photo-response non-uniformity (PRNU) that detect the absence of the camera PRNU, a sort of camera fingerprint, are explored in [86] . This algorithm detects image forgeries using sensor pattern noise. A Markov random field take decisions jointly on the whole image rather than individually for each pixel. This algorithm shows better performance and a wider practical application.
Given below in Table 3 a comparison of methods for detection of image retouching is shown. 
Lighting Condition
Images that are combined during tampering are taken in different lighting conditions. It becomes difficult to match the lighting condition from combining photographs. This lighting inconsistency in the composite image can be used for detection of image tampering. Initial attempt in this regard was made by Johnson and Farid [87] . They proposed a technique for estimating the direction of an illuminating light source within one degree of freedom to detect forgery. By estimating direction of light source for different objects and people in an image, inconsistencies in lighting are uncovered in the image and tampering can be detected.
Johnson and Farid [88] proposed a model based on lighting inconsistencies because of presence of multiple light sources. This model is motivated from earlier model [87] but it generalizes this model by estimating more complex lighting and can be adapted to a single lighting source.
Johnson and Farid [89] estimated 3-D direction to a light source by means of the light's reflection in the human eye. These reflection called Specular highlights are a powerful clue as to the location and shape of the light sources. Inconsistencies in location of the light source can be used to detect tampering.
Chen et al., [90] proposed a method for authentication of image with infinite light source based on inconsistencies in light source direction. Hestenes-Powell multiplier method was employed to calculate the light source direction of different objects and their background in infinite light source images. Authenticity is determined on the basis of consistency between the light source direction of the object and its background with detection rate of 83.7%. Kee and Farid [91] described how to estimate a 3-D lighting environment with a lowdimensional model & to approximate the model's parameters from a single image. Inconsistencies in the lighting model are used as indication of forgery. Yingda et al., [92] described a method based on inconsistency in light source direction. The method called as neighborhood method was used to calculate surface normal matrix of image in the blind identification algorithm with detection rate of 87.33%.
Fan et al., [93] proposed a method that described that methods based on forgery detection using 2D lighting system can be fooled easily and gave a promising technique based on shape from shading. This approach is more general but the issue of estimation of 3D shapes of objects remains. Carvalho [94] described a method for image forgery detection based on inconsistencies in the color of the illumination. Information from physics and statistical based illuminant estimators on image regions of similar material are used. From these texture and edge based features are extracted. SVM meta fusion classifier is used and detection rate of 86% is obtained. This approach requires minimal user interaction. The advantage of these methods is that they make the lighting inconsistencies in the tampered image very difficult to hide. A table of comparison for few of these methods is given below. 
Conclusion
In the last decade many forgery detection techniques have been proposed. In this paper a brief survey of image tampering and forgery detection is presented and the methods have been categorized in Figure 2 . An attempt is made to bring in various potential algorithms that signify improvement in image authentication techniques. From the knowledge of the image authentication techniques we infer that Passive or blind techniques which need no prior information of the image under consideration have a significant advantage of no requirement of special equipments to embed the code into the image at the time of generation, over active techniques.
Aforesaid techniques which have been developed till now are mostly cable of detecting the forgery and only a few can localize the tampered area. There are a number of drawbacks with the presently available technologies. Firstly all systems require human interpretation and thus cannot be automated. Second being the problem of localizing the forgery. Third is the Copyright ⓒ 2014 SERSC problem of robustness to common image processing operations like blurring, jpeg compression, scaling, and rotation.
In practice since an image forgery analyst may not be able to know which forgery technique is used to tamper the image, using a specific authentication technique may not be reasonable. Hence there is still an utmost need of a forgery detection technique that could detect any type of forgery. There is also a setback of no established benchmarks which makes performance analysis and comparison of results of current algorithms difficult. As such there is need to develop common benchmark for image data set and image forgery detection techniques that could detect any type of forgery with lesser computational complexity and high robustness.
